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Introduction

ourwidgets will teltyor

This report presents our bachelor project in MIX250, and the process of developing a prototype in collaboration with

Nagra Kudelski. The company is a world leader in the development and delivery of technologies for digital television and
interactive applications across all network types. They provide secure, engaging and smart solutions that address the —
digital media ecosystem, and are currently developing a tool that verifies content to separate real and fake news. \We got — 2 e
to contribute by researching user needs, and developing a concept and visual interface which answers to these. 2 ‘ﬁ -
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The challenge

The project began with a challenge, which Nagra presented to us at the beginning of the semester, along with three
hypotheses which worked as a catalyst for our gaining of insight regarding fake news and consumers' trust in media.
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the challenge

\ » Consumers sometimes doubt news and/or

Consumers today unknowingly accept and facts they are presented with online

share news, videos and articles that may not , ,

» Consumers will accept a trusted visual
be true (misinformation) L . . .
indication that a video clip is authentic and

y verified
NEWS / SPORTS . K squad
» Consumers prefer content they share to have riksen Back in Denmar |
been fact checked by an authority they trust
) MOST

the hypotheses




Pre Sprint: Research

To validate Nagras' hypotheses and find out if consumers even have a heed for a
tool to verify online content, we conducted four interviews with potential end
users and a questionnaire with 51 respondents. We interviewed two people of
the age 20-22 and two of the age 57-60. This let us compare the news habits
and critical mindset of the two age groups to see if there were any considerable
differences. We also did expert interviews with a journalist, two researchers on
the topic of visual content verification, and an NFT/Blockchain expert from NTB.

Main findings from the interviews with potential end users:

» The older group were uncritical of Norwegian news sources, while the
younger group had a somewhat critical mindset

» They all expressed a need to confirm if content is true or false

» The process of confirming the authenticity of content is fairly tedious

Main findings from the expert interviews:

» Media content authentication is important and will become even more
important in the future

» The trust in media in Norway is fairly high, so a fact-checking solution is a
“nice-to-have" in Norway, but potentially needed internationally

» Implementing a single system for all media companies could prove to be
problematic. It is more logical to look at potential solutions from a content
consumer perspective.

main findings from the questionnaire

A

News sites

No: 25%
Yes: 75%

Have you come across a source on news sites

that turned out to be false?

Social media

No: 26%

Yes: 74%

Have you come across a source in social

media that turned out to be false?

Important to check content authenticity
83%

Not important to check content authenticity
3%

Important that content shared is truthful
69%

Not important that content shared is truthful
6%

Can't relate to any of the statements
6%

Important to check content authenticity
76%

Not important to check content authenticity
9%

Important that content shared is truthful
74%

Not important that content shared is truthful
6%

Can't relate to any of the statements
6%



tools veed in the project

The Sprint Process \

Working with the challenge of misinformation has seemed scary, as it leaves o .
Figma: wireframing and Zoom: collaborating remotely

open questions which we do not have the answer to. Questions regarding prototyping within the group

ethical implications and technical feasibility. While the competent team from
Google drive: writing and
collaboration

Teams: meetings and collaboration with

Nagra has helped us navigate such challenges through sprint workshops, it has Nagra Kudelski

been important for us to focus on creating a product which answers to user

Loom: video presentation for
Nagra Kudelski

iMovie: video editing of the
presentation

needs. Using the Google Sprint Method has ensured disciplined and effective
collaboration, idea testing and problem solving.

UserZoomGoO: user testing for
unmoderated user tests

Miro: sprint workshops and
The sprint consisted of four workshops, each having its own goal and focus. collaboration
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The representatives from Nagra participated in all four workshops, while we as
a group prototyped and user-tested outside of the sprint workshops.

overview of the iterations and workshops

Data collection Expert interviews Interviews with potential end users Questionnaire
First Sprint Iteration Alignment workshop Solution workshop Decision workshop Prototyping round 1 User testing
® o
Second Iteration Iteration workshop Prototyping round 2 Usertesting round 2 Review feedback Handover ® o)
® ® ®
: . : : ; . ® ®
Third Iteration Iteration Workshop Prototyping round 3 User testing round 3 Review feedback
® © ®

Fourth Iteration Iteration workshop Prototyping round 4
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Workshop 1. Alignment S~
The main goal of this workshop was to explore the problem space and align on the challenges that we ?’ Youtubecom Factiverse
wanted to solve. Based on our research, we made the decision to focus on the end consumer, as their - T ek 59
needs seemed quite clear. From there, we created our two-year goal and the sprint questions which . °°":';‘Y"‘°° Wbt T fte bt i Shs T Wit T bte b
guided us with our solutions and decisions throughout the sprint. We also created “Lightning Demos” e T e EE SR

which served as inspiration before we were to generate our own ideas in Workshop 2.
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Workshop 2: Solution

The second workshop was all about finding inspiration and starting to create some solutions. We did
this by looking back at our previously made “Lightning demos’, voting on the most inspiring ones,
taking notes, sketching, and doodling on our own.

After these preparations, we did a round of “Crazy 8's" to create a good creative flow for everyone.
Afterward, everyone created a “Solution sketch” as a functioning pitch deck for their idea for a solution.




Workshop 3: Decision =10 4

The third workshop started off with the solution sketches from the previous or e b

workshop. Elements from the different sketches got votes, and then user test 282 G s Storyboard based on the user

flows were made based on this. Then all of the sprint participants collaborated — — g (F
on a storyboard of the user test flow. This became the foundation for the first A ‘ /
round of prototyping. :i & A N ~
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Workshop 4 & 5: Iteration

Before the iteration workshops, we prepared “The sailboat’, which is a user

feedback summary structured and visualized to categorize feedback (see next
page). Based on this, we voted and picked the top challenges to focus on. The top
challenges were then used to create “Can we validate that.."- questions that would
create the focus for the sprints. The sprint ended with choosing a user test flow to
focus on for the next round of user testing and prototyping.

These quectiong led us through the sprint, and
quided our concept colution ckefches

e e ot the = Can we validate that Can we validate that users /
states of the verification are solution is trustworthy wouldirevise:snaring aniarticle

| d defined so that th . that otherwise support/confirm
clear and defined so that the (through a landlng their point of view? (i.e. an

user can easily undestand page) article they want to share)




User Testing

By using UserZoomGO, which was Nagra's preferred tool for
remote, digital user testing, we were able to test our
prototype on our international target group with the age
span 18-60. This let us run unmoderated user testing
sessions by preparing questions and tasks for the
respondents to answer while stating their thoughts out loud
and sharing their screens. Through two rounds of remote
and unmoderated user testing of in total 13 participants, we
gathered insight about news habits, their first impression of
the Checkmate concept, how easy they found the process
of downloading the Chrome extension and overall usability.

For the third iteration, we ran moderated user testing with
seven Norwegian participants to test our latest changes.
We noticed how participants were more emotionally
engaged when we were able to interact with them, and this
gave us new and valuable input for further improvements.

The landing page (mostly)
The preference guide
Information boxes

Warning message before sharing
Ai
3
4

When something has been confirmed
true - give more information

Language in information boxes

Unnecessary scrolling

What went well

» Users thought Checkmate seemed
trustworthy

» Extension easy to download

» The widget interaction

What didn't go well

» The landing page details

» Language, lack of pictures and
sub header

» Red widget design



Final Prototype ~ ®
Checkmate: your fact-checking mate for news websites, articles, images and videos!

Our prototype presents a user flow where the user starts by downloading the Checkmate
extension to their Google Chrome and goes through a user guide that presents the concept in a
very easy way. From here, the user continues to the webpage Reddit.com, and checks out the
widgets and functions that Checkmate offers.

Deme video of the ucer flow

® 0 ® O reddit thefrontpage X | [J Newsday|ElonMusk X | () Newsday | Eriksen X | B Ukrainian soldiers X | € Chandier Bing | Face X | ) Joey Tribbiani | Face X Checkmate X  a Chrome Webstore | =+ v
& checkmate.com 0 i /

° Checkmate About us Help Get in touch Cl'hkf to PI’OtOf%bB m F;yma

Your fact-checking mate for
news websites, articles,
images and videos!

Using the newest technology, Checkmate

Anti-war demonstrator

will fact-check news and authenticate d  disrupts Russia's state TV | s

images and videos through valid sources. bkl

Browse the web, and Checkmate will f’"”‘..m » — O P E N D E M O
I om0l

Tratford

uncover false content and tell you the facts.

ADD TO CHROME NOW

OPEN DESIGN FILE



https://www.figma.com/proto/Lm9eQWhCrtoT2K1poRDtDL/MIX250_EKSAMEN?node-id=2%3A15430&scaling=scale-down-width&page-id=0%3A1&starting-point-node-id=2%3A15430&hide-ui=1
https://www.figma.com/file/Lm9eQWhCrtoT2K1poRDtDL/MIX250_EKSAMEN?node-id=0%3A1
https://www.youtube.com/watch?v=z1cYb1e14No

The Landing Page

In the first iteration the users did not have a lot of trust in Checkmate, and needed more general information about

Checkmate and Nagra as a distributor of the product. We solved this by creating a landing page. The landing page is there

to provide information about Checkmate: what it is and what it does. In the second round of user testing we received

feedback that there were some issues with the language, and a wish for more illustrations to better convey the concept.
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° Checkmate

Your fact-checking mate for
@ Checkmate Aboutus  Howitworks  Hep  Getintouch news websites, articles,
images and videos!

| am your fact-checking mate
for news websites, articles,
images and videos!

Using the newest technology to fact-check
news s

About us

Help

Getin touch

,,,,,,,,,,,,,,,,,,,,,,, excoton: EIEIEAEIE. «soucts.msodon st wioms kst

See what our users think

eeeeeeeeeeeeeeeeeee
< in

the firct version of the landing page

Confrmed partly fatse

eeeeeeeeeeee
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the final vercion of the landing page

4

We solved the user feedback from the
second round of user testing by adding an
image carousel to illustrate how Checkmate
works. In addition to this, we clarified the
language and simplified the top menu to
make navigation easier on the site. Finally, we
added user reviews at the bottom of the page
in addition to Trustpilot. Our main goal was to
increase the trustworthiness of Checkmate,
and ensure that the users felt well informed.



The Preference Guide

The preference guide helps onboard the users to Checkmate and their options in the preferences. The

guide is split into five different parts, where the first four takes the users through the preferences and the

last step ends the guide. This was to ensure a quick and seamless introduction for the users. the final vercion of the preference guide

We did not have the guide in the first iteration, but decided to add one to avoid any confusion.

Active confirmation states Active confirmation states

Choose which confirmation states Choose which confirmation states

Checkmate should show Confirmed true [ @) Checkmate should show Confirmed true (@)
Confirmed partly false [ @) @
Confi d t
Sggxx:hma? artriléfes and media are fi d fal - Confirmed true Confirmed partly false
confirmed true EES Confirmed false o See what articles and media are & Confi d fal (@
confirmed true onfirmed latse

Confirmed partly false
See what articles and media are confirmed Confirmed partly false

partly false. See what articles and media are confirmed

Confirmed false
See what articles and media are confirmed
false.

partly false. This could be content that is
taken out of context or where a part of the
information is innacurate.

Confirmed false

See what articles and media are confirmed
false. This will always be on, as we believe
it to be our responsibility to inform you
when content is proven false.

<0-0-:-0-6>

<0- 00— : > we added more information that veers

misced from the first preferene quide
and changed the button navigation

the firct version of the preference guide



Preferences

first iteration cecond iteration third and fourth iteration
» Inthe first iteration we did not allow users to decide X
. ' ' ] Q Checkmate for Chrome ° Checkmate for Chrome ° Checkmate for Chrome
which activation states Checkmate would show. This was
because our widgets at the time only marked the content Gheckinate @ Eheckmate @ Checkmate @
that was “confirmed false’. Checkmate preferences Checkmate preferences Checkmate preferences
Websites &« Websites [ @) Websites [ @)
. . . Articles [ @) Articles @ Articles " @)
» Inthe second iteration we had three different states of Images @) Images @ Images @
\ Vid a Videos a Vid.
confirmation, so that the future users of Checkmate ceos e i
would be able to decide whether or not they wanted all My trusted sources Active confirmation states Active confirmation states
, . . Type.. Q - Confirmed true [ @) Confirmed true [ @)
of the widgets or just some of the widgets to appear. Confimediparily falea «© Sontimedlpadlyslse «©
BEAM BBC News % 2 Confirmed false [ @) EE2 Confirmed false
. . . q q N'K X
» In the third iteration we decided that we did not want Hiyheter
' . . My trusted sources My trusted sources
users to have an option to hide the widgets that mark the Type a + — A 4
L ype... T
‘confirmed false” articles, images and videos. added active confirmation BEE B5C News > BEE 55C Nows %
This was because we wanted to enlighten our potential ctatee ©NN CNN International €N CNN International X

users about the fake content out there. We also added an
o Need help? Check out our guide!

/

users can access the quide from

easy access to the “Preference guide’, if the user should
need it again.

preferences



Widgets
7

»

first iteration

The widgets are marked on articles in a news feed, and these inform the user of
misinformation. In the first prototype, we marked only the articles containing false v NOT VERIFIED
information with this widget, saying “Not verified" When the user clicked on it, an

information box would appear, presenting what parts of the article were false. . .
cecond iteration

4

In the second iteration we got feedback from users saying they would like to know more
about the different states of verification, that there should be more than one. Users also
expressed confusion about clicking it to get more information as it did not look like a
button, and our use of the word “verifed’, could be misleading. This was the basis for a
new traffic light inspired widget-concept. Using colors and iconography, the widgets
present three states of confirmation: “confirmed true”, “confirmed partly false" and

third iteration

4

“‘confirmed false”

In the third iteration, some users pointed out that the “X" icon on the red widget reminded
them of exiting something. We also got feedback that the color seemed more orange
than red, and that it should be even more alarming. We therefore switched out the icon to
an exclamation point, and adjusted the color to a brighter and darker red.

S50 BEB l
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Information Boxes ‘ | Fiest iteration

The article states false information
In the first iteration, these boxes contained information
THESE ARE THE FACTS:

e s o i Horwarn about what the facts were, where the images came from,
The inf‘ormation boxes provide m(ernational‘agreemen(‘ The United States do not use chemical . .

eseen v and one link to the source. We received feedback that

information to the users on what the ’ E:eeriuys::rggogtet;ré:‘:?\tdh;?ex;eagzzgx:ggr;;:mee:&o"s " . . .

T — having more than just one link would be useful.
faCtS are’ SOUI’CGS Used, and \X/hat iS ?r‘usl:g?y"gz:\f:‘and propagande to attemt to create a pretex for

false. The smaller ones provide a

state.gov/fact-vs-fiction-russian-disinformation-on-ukraine
Summary Of what parts of the aI’tIC[e " This photo is taken from another webpage /
Picture taken of Joe Biden from speech
\

. . resenting sanctions against Russia on 24/02/22
are false, and a link to the full article ﬂ o

Source: Alex Brandon/AP Photo

where you can get more information.

The article states false information

This information will pop up in the Second and third iteration
bigger boxes.

THESE ARE THE FACTS:

+ Elon Musk has never stated that he is planning on launching a new food

We added more sources in the second iteration, but range, notfor children or otherwie.
+ Elon Musks second born child is a daughter, whose name is
afterwards we received a question about whether all the e e Sderm sk
. SEE MORE INFORMATION AT THESE SOURCES:
first version sources answered for all of the facts or just some of them. brtenica.comvbiography/Elon-Musk

tesla.com/elon-musk

cnn.com/elon-musk-welcomes-new-baby-rr
This article states false information This photo is taken from another webpage
5

» The headline gives false information & AN
» The photo is taken out of context i . i Source: Chris Carlson / AP / NTB scanpix
The article states false information

Go to article for more information
THESE ARE THE FACTS:

« Elon Musk has never stated that he is planning on launching a new

food range. not for children or otherwise.
« Elon Musks second born child is a daughter, whose name is
Exa Dark Siderael Musk
SEE MORE INFORMATION AT THESE SOURCES:

Elon Musk's businesses: F t A ‘t 7( .
britannica.com/biography/Elon-Musk our 1iterafion

tesla.com/elon-musk

final version

Elon Musks second child:

We solved the issue of the sources not being
This article states false information Spacex: .
= o ) i cretcom/news-lve/Spacex-starshp-event-lon-musictalismars: C[ear[y structured by addmg subheaders to the
+ The headline gives false information missions

. . . presenting SpaceX on 24/02/22
Go to article for more information

- The photo is taken out of context This photo is taken from another webpage sources In the fourth Itel’atlon
o Picture taken of Elon Musk from speech
<
4

Source: Chris Carlson / AP / NTB scanpix
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The Warning Message

The warning message pops up when the user shares an article. It makes the user

aware of what they are sharing and if it contains false information. In the first

prototype we only had a warning message for articles that contained false

information.

In the second iteration we added the checkbox “I want to share this article, but add

‘A part of this article is proven false by Checkmate

which is marked by default in

case the user for some reason wants to share an article that contains false

information.

In the third iteration we changed the color on the ‘| don't want to share"-button from

red to purple, because one of the users pointed out that red is often associated with

something you should not click on. We also changed the right button to “Yes, | still

want to share” to emphasize the consequenes of sharing and enhance the critical

mindset that we wished to instill in users. We also made a pop up message for

articles that contained no false information stating this.

e

third vercion

First version x
Are you sure you want to share this post?

\ This article states false information

+ The headline gives false information
+ The photo is taken out of context

No, I don’t want to share Yes, | want to share

cecond vercion

Are you sure you want to share this post?
This article states false information
+ The headline gives false information

+ The photo is taken out of context

I want to share this article, but add
“A part of this article is proven false by Checkmate”

No, | don't want to share Yes, | want to share

Are you sure you want to share this post? Before sharing

This article states false information Yay, this article contains no false information!

+ The headline gives false information .
We checked against 19 other articles, and no false

+ The photo is taken out of context information was detected.

I want to share this article, but add I want to share this article. and add
“A part of this article is proven false by Checkmate” “This article has been fact-checked by Checkmate”

No, I don't want to share Yes, I still want to share m
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“It made me realize that, shit, this is something we really need. Although | would
still question how credible it is, the user experience and concept in itself made

Our Main Learnings

me want to download it right away”

-user test participant nr 2, round 3

Working digitally in a cross functional team

Through this process, we have experienced how much good
communication means in a project, and we witnessed that the
communication was not compromised by working digitally.

By planning and executing well structured sprint workshops, we
ensured effective discussions with room for everyone to participate
equally. This structure helped drive forward the process of the
project, and avoid roundabout discussions.

Something happens when you mix people with different expertise
in a cross functional team. We got to experience how this creates a
synergy and helped elevate all members of the team, by
exchanging knowledge, energies and ideas.

N

People are interested in this solution to better
understand what misinformation is

The end users' preferences are governing. If

people don't want it, what's the point?

Misinformation is a topic that is highly relevant
today, and both the primary and secondary data
shows a growing interest and need for a good
solution to this problem. We have also
experienced this through user testing, as several
of the users expressed a need to download this
solution right away, which confirms that this is
something worth pursuing.

14



“I think the warning message is a really powerful tool. It helps to stop the spread of

misinformation, and | think I'm impressed by that overall”

-user test participant nr 1, round 2

/

The warning message before sharing
instills a critical mindset in users

One of our sprint questions from the first
iteration was:

“Can we help people develop a critical
mindset?”

Several of the users reported back that
seeing the warning message pop up
before sharing on Facebook, made them
think. This was one of the features we got
the most positive feedback on during the
user tests. It gave them a moment to
pause and reflect on whether or not they
really wanted to share. This moment can
be crucial in helping people make more
reflected choices online.

“Nice-to-have” in Norway, actually useful internationally

With the data from our primary and secondary sources we learned that
Norwegian people generally trust the media of their country, so Checkmate
isnt something that is necessarily needed, but still during the interviews and
national user tests, we could see an interest in a solution like this.

We did however based on the expert interviews from the primary data see a
need internationally.

4

“There is no pain point, business wise, right now, in Norway. A solution would
probably be nice to have, but it is not necessary”.

Expert on visual content verification,

quote from interview

15



What could we have done differently?

Our first two rounds of user testing were held digitally and unmoderated with
international users to test the concept. The downside of doing unmoderated
tests was the inability to ask follow-up questions that differed from the already
planned ones.

Because the third round of usertesting was moderated we could easily see the
opportunities this brought us in allowing us to ask followup questions, and
interact with the subjects.

When analyzing this feedback, we saw a clear distinction between the two
ways of testing as we suddenly got way more constructive and detailed
feedback, pointing out small ways to make the prototype more user friendly. If
we had done the moderated user test earlier in the project, this could possibly
have turned out to have a totally different outcome.

“That popup warning would be very reasonable for many to have in many
places online, preferably in even larger letters too ... then you can share it as

a warning to your friends that this is fake news going around to friends who

don't have an app like this. Not stupid at all”

-user test participant nr 3, round 3

Balancing conflicting feedback

The feedback on the warning message was positive in general,
and many pointed out the option to still share, even when the
article contained false information. Some pointed out that this
was important as it kept the user's freedom of speech.
However, others felt that this could cause trouble. We decided
to keep the option to still share as freedom of speech is an
important value in our concept and goal.

16



Next Steps for the Checkmate Project

We have been in close contact with Nagra even after presenting our prototype handover in the final workshop. As this project has been engaging for
both the company and our group, we were happy to hold several internal presentations about our prototype and findings for Nagra. We even got
invited to their office in Oslo to present at a general meeting. This gave us the opportunity to meet some of the people we collaborated with in person,
and discuss the further development of the project which will be tackled by Nagras feasibility and viability team. As this implies that several technical
and ethical factors need to be carefully considered, our contribution to Nagra is probably the first of many steps toward a real solution to the challenge
of misinformation. However, we believe that Checkmate is a valuable suggestion of a user-centered product, and we want to leave Nagra with the

following recommendations:

» Ensure that the technology behind Checkmate can refer to multiple valid sources we met with /(/agra’c innovation manager in
clo to diccuse the her development o
» That you keep Checkmate simple and non-intrusive 0 o areed T e opment f
Checkmate

» Consider whether “My trusted sources” in Checkmate preferences could be biased?

» Look into the language of the information boxes

we precented the prototype and our findings
Af A/agra"g geherﬂ./ Wleet/.n? At t/‘le/.l’ 0!'/0 . -

offices

S~——1w
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